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NIST 800 171 COMPLIANCE CHECKLIST
The 5 Most Overlooked Aspects of Compliance
It’s all too often that companies forget some key requirements for attaining 
NIST 800 171 compliance . Keeping up with every regulation and sifting through inten-
sive, hyper-specific, bureaucratic language can make anyone’s head spin. However, 
FullScope IT can help with this checklist of some of the most common things we see 
companies overlook when working to become NIST 800 171 compliant . Use this check-
list to double and triple check the things that you might not be considering in your 
NIST 800 171 compliance plan .

DEVELOPING A SYSTEM SECURITY PLAN

If you want to be compliant with NIST 800 171, 
then you can’t be purely reactive in your cy-
bersecurity procedures . Developing a System 
Security Plan (SSP) and documenting all the 
software and the security measures you use 
to protect it is an essential piece of the puzzle 
that is NIST 800 171 compliance . System Security 
Plans must also be comprehensive . They must 
include information on how you plan to limit 
access to your system to authorized users the 
details of how you train managers, users, and 
system administrators; and even the specifics 
of how you maintain your systems . For many 
smaller businesses, taking the time and re-
sources to develop such a document can seem 
daunting . But if you want to be compliant and 
prepared to handle CUI (Controlled Unclassified 
Information), then an SSP is an absolute must .

It is common to feel resistance to this step if 
you run a smaller company with fewer resourc-
es . Your staff’s time feels better spent on more 
pressing technical and business matters, but 
a System Security Plan benefits your compa-
ny and is necessary if you’re looking for feder-
al contract work involving CUI . Detailed, docu-

mented processes help improve consistency 
and communication internally . Companies 
with an SSP also gain credibility, demonstrating 
that they follow strict security procedures and 
are prepared to handle any threats . It may be 
a painful process, but you should not overlook 
this key step to achieving compliance .
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DOCUMENTING ALL POLICIES AND PROCEDURES

Beyond having an SSP, attaining compliance 
with NIST 800 171 requires full documentation 
of a company’s policies and procedures . To 
many, this seems like pointless busywork that 
takes up precious time and resources . Larg-
er companies have the staff and resources to 
take the time for this, but in many cases smaller 
companies feel intimidated by the task of doc-
umenting every aspect of their business. How-
ever, this practice isn’t optional when you want 
your business to be compliant . Write down your 
policies and procedures and keep track of your 
company’s thorough documentation . Consult 
with your IT experts—whether they are in-house 
or third-party—to ensure that your documen-
tation is properly rigorous . If you’re looking to 
acquire federal contracts and work with CUI, 
this step is simply a must, no matter how re-
source-intensive it seems at first.

USING FIPS-VALIDATED ENCRYPTION

FIPS stands for “Federal Information Processing 
Standards,” which are encryption standards to 
which computer products must adhere . In order 
to attain NIST 800 171 compliance, a company 
must use devices that are FIPS-validated . Many 
companies, unfortunately, make the mistake of 
believing that it is good enough if their devices 
are merely “FIPS-compliant,” but that is simply 
not the case .

Many companies will use products that are just 
FIPS-compliant, which means that the vendors 
created them using specs that FIPS recom-
mends; but being FIPS-validated is more than 
that . Becoming FIPS-validated requires that the 
cryptographic module be properly tested and 
approved by an accredited testing lab . If your 
company is using a product that is not truly 

FIPS-validated, then you are not in full com-
pliance with NIST 800 171 . Be sure you know the 
difference and are utilizing the correct tech to 
maintain compliance .
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MANAGING ALL MOBILE DEVICES USED FOR WORK

It’s understandable why a small business might 
not want to manage their employees’ mobile 
devices directly . The cost, resources, and time 
involved in such oversight over a staff’s devices 
is significant, and it can also feel very intrusive. 
However, any company that wants to be able 
to handle CUI must take the appropriate steps 
to manage all the mobile devices they use in 
business .

Ensuring that all your employees use mobile 
devices that pass all specifications laid out in 
NIST 800 171 can potentially mean purchasing 
devices for staff specifically for use at work. If 
you do this, ensuring each device is as secure 
as possible before putting them in the hands 
of each employee is key. Human error leads 

to many cybersecurity vulnerabilities; so mak-
ing sure every device your company uses is as 
secure as possible can save you major head-
aches in the future . Don’t overlook any mobile 
device at your company that could access CUI 
when you’re trying to achieve full compliance 
with NIST 800 171 .

PERFORMING INCIDENT RESPONSE PLANNING AND TESTING

An Incident Response Plan (IRP) is a set of in-
structions for IT staff to respond to network se-
curity breaches or other incidents . Incident Re-
sponse Planning requires documenting specific 
processes and procedures for every security in-
cident . Large corporations and companies with 
a high number of staff do this more commonly 
since it is necessary due to the size and scope 
of the operation. In those cases, specific pro-
cedures are needed to keep actions organized . 
However, smaller businesses with smaller staff 
might try to commit such incident response 
processes to memory . Unfortunately, if you 
want your company to be NIST 800 171-compli-
ant, that simply is not an option .

Fortunately, Incident Response Planning and 
Testing can be very simple and easy to accom-
plish . Discuss the appropriate process and test-
ing you should proceed with by speaking with 

the IT consulting experts at FullScope IT . Putting 
together proper documentation of an Incident 
Response Plan and instituting a testing process 
for it will bring you one step closer to complete 
NIST 800 171 compliance .

FullScope IT builds managed IT services with 
NIST 800 171 compliance in mind from the start . 
That way, when you work with FullScope IT, you 
won’t overlook any aspects of the compliances 
you need for your company .


